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How to Move an Okta-Sourced User to Another Active Directory OU

Objective

To demonstrate the complete process of moving an Okta-sourced user from one
Active Directory (AD) Organizational Unit (OU) to another.

Details

This guide walks through the step-by-step process of moving an Okta-sourced
user from one AD OU to another. The key challenge with Okta-sourced users is that their
profile is mastered in Okta, not in Active Directory. This means the OU move must be
orchestrated through Okta’s provisioning groups and the Okta API, rather than directly in
AD. By using Okta API (via Postman), the user’s assignment can be transitioned from an
individual type to a group-based assignment, and then change the target OU accordingly.

Prerequisites
Before following this guide, ensure you have the following in place:

e An Active Directory environment with at least two Organizational Units (e.qg.,
User-Contractor OU and Users OU)
An Okta org with the Active Directory agent installed, configured, and running
Postman installed with the Okta Admin Management API collection imported
An Okta API token configured as an environment variable in Postman (base URL
and API key headers set)
Admin access to Okta
Read-Write permissions on Active Directory Service Account
For this usecase, a user is created in Okta that has an account existing in AD

Configure Provisioning To Okta

Ensure that Profile and Lifecycle sourcing is NOT enabled so that the user’s
profile source is Okta.



Configure Provisioning to App

Provisioning to App should be configured in order to support OU changes. Let's
look at the steps.

e Navigate to To App settings in Directory Integration

e Click Edit to enable the necessary provisioning options (such as Create
/Update/Deactivate Users/Sync Password)

e Configure the attribute mappings
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Activation email recipient
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Update User Attributes Enable
Okta updates a user’s attributes in Active Directory when the app is assigned. Future attribute changes

made to the Okta user profile will automatically overwrite the corresponding attribute value in Active
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Leave other options to default

Directory Import

e Login to Okta and go to Directory>Directory Integrations
e Select your Active Directory instance
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Import from Active Directory

What type of import would you like to do?
The following actions are performed by both import types:
* New users created in Active Directory will be created in Okta
« Existing users modified in Active Directory will be modified in Okta
« Users disabled in Active Directory will be deactivated in Okta
« Group and OU changes in Active Directory will be reflected in Okta

Note: Active Directory groups in Okta that have been deleted In Active Directory will be
removed from Okta only during full imports.

@® Incremental import (fastest)
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1 Full import (could take a while)
“Replaces all user data with the img

will be deactivated

Select full import to allow any new OUs to be imported

Import Results

A Import Now 4. Clear Unconfirmed Users o] mported users need review * 0 imported users confirmed

Importing users from Active
Directory...

Import Status shows how many users and groups will be
created/updated/deleted



okta
Admin Console
() Dashboard ~
@ Directory ~
People
Groups
Devices
Profile Editor
Directory Integrations

Profile Sources

INTEGRATOR FREE PLAN
7 of 10 Active users.

Updated Mar 9, 2026, 3:56:18 PM

Rajyalakshmi Tupuri v
yasas-integrator-64075

@ 8

€ Back to Directory Integrations

YasasTech.com
- 8 Active v | View Logs Monitor Imports
Agents Provisioning Impart Push Groups Assignments
Import Results

A Import Now l l 1, Clear Unconfirmed Users | 67 imported users need review - 2 imported users confirmed

70 users scanned!

« 87 new users imported
» 2 existing users ugdated

e Next search for the user to be used for OU movement
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e Click to confirm this user and confirm the assignment
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Confirm Imported User Assignments

Click Confirm to compilete the following assignments:

new Okta users will be created from Active Directory users
1 existing Okta users will be assigned to Active Directory users

Active Directory users will be ignored

Auto-activate users after confirmation
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e Go to Directory>Directory Integrations
e Click the Active Directory Instance
e Observe the Assignment type of the user to be an Individual type
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e Click the user and observe the distinguishedName attribute value
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distinguishedName CN=0OktaRLFn3 Ok1aRLLN3,0U=User-
Contractor, DC+YasasTech DC=com

primaryGrouplD 513

countryCode

jepartmentNumber

Set Up Group-Based Provisioning to manage user movement via
groups

Add a group in Okta

e Go to Directory>Groups

e Create groups and add AD OU to make them provisioning groups so that when a
user is assigned to these groups the user is placed into the OU specified in the
group (placement depends on the priority of the group as well)

Demo Group 1: TestADprovGroup



e Under Directory Integrations, Select the AD Instance and then OU
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Assign the User to the Initial Provisioning Group

As a first step, assign the user to a provisioning group based on the user's distinguished
name attribute value which specifies the OU for the user (Ex: A user with OU as user-
contractors will have to be in a provisioning group configured for the same OU)
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Convert Individual Assignment to Group Assignment via Postman

To fully enable group-based routing, the user's application assignment must be
converted from an individual assignment to a group assignment using the Okta API.

Open Postman and configure your environment with the correct Okta base URL,
API keys, and headers. Okta Admin Management APl must have been imported.
Let’s look at the steps:

Retrieve an application user

e API Request: Retrieve an application user
get{{baseURL}}/api/v1/apps/{appld}/users/{userld}



Input Parameters
userld of the user to be moved to another OU
appld: Active Directory instance ID

We can get these IDs from browser URL when we look up the user and active

directory instance

Ex appld:

okta.com/admin/app/active_directory/instance/0oaudft2muCvhDofn697#tab-assignments
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e Replace the userld and appID from Okta



GET . baseU apifvifapps/ :appld fusers/ :userld ?expand=user

Key Value Description

expand user An optional q

Path Variables

Key Value Description
OoaudftZmuCvhDoln697 (Required) Ap
00u10uSohe ILNAMGa698] (Required) ID
Response

e Hit send to run the request
e Copy the response to notepad/notepad++

“3d": "00ulouSchellN4MGas%E",
"externallId": "3/nPlY+c6UuOXSyjRabXLyg
"created": "2026- T20:5G:41.0002",
"lastUpdated®: "2026-03-09720:57:18.0002"
"srﬂpvkt "USER™,
"status": "PROVISIONED",
"statusChanged”: *

"last3yn« 202

"credentials": |
"userName®: “"OktaRLFni.OktaRLLn3fYasasTech.com"

profile®: |

"lastName®: “OktaRLLn3",

"preferredlanguage”: null,

"telephoneNumber®: null,

"ecity"™: null,

"displayName®: "OktaRLFn3 OktaRLLn3",

"postalCoda”: null,

"samAccountName": "OktaRLFn3l.OktaRLLn3",

*description®: null,

“dn": "CN=QCktaKLFn3

m

OktalLLn3, OUsUser-Contractor, DC=YasasTech, DC=com"

"exployeeNumber": null,

e Observe that the scope is USER which indicates its an individual assignment
type

Change the scope on application user to group

e API Request: Update an application user (we made a duplicate of the request)
post/api/v1/apps/{appld}/users/{userld}

e Input Parameters
userld of the user to be moved to another OU



appld: Active Directory instance ID
We can get these IDs from browser URL when we look up the user and active
directory instance

e Replace the userld and appld like in previous request
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oo £
2 > #0sT Assign an application user
> cer Retrieve an application user
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> POST Update an application user Co...
> e Unassign an application user
P Aeacieied Doseln Caniarizaso; Body Cookies (1) Headers (26) TestResults 4D 2000K - 860ms - 298KB (@ B Save Response e
>[5 Anack Protection
~ Preview ( Visualize v = T O >
> [3 Authenticators 5o B Preview (& Visua = Q B¢
> F Authorzation Servers 2 i
2 *1d": "e0uiSudohelLN4NGa698"
>[5 Authorization Server Associated .. 3 "externalld”: "3/nPlYsc6UuOX9y{RabXig=s=",

v

B3 Authorization Server Claims

“created™: "2626-03-89T26:56:41.606Z",

Hit Send
Copy the response into a notepad



e Observe that the scope has changed to GROUP which indicates a group
assignment

{

6eR™

JOX 9y RADXLGgw=",
156:41 2",

¢YasasTech.com®
"displayName®: "OktaRLFnl OktaRLLn3",
*postalCode”: null,
"samAccountName®: "OkKtafRLFn3.OktaRLLnl”™,
"de ipti
"dn": " Kkt ktaRLlLnl, OU=User-Contractor, DC=YasasTech, DC=com®,
" s TT 1

e Also observe the group assignment of the user

"state”: nulil,
"department": null,

"email": null,

"adCountryCode": 0,

"cn": "OktaRLFn3 OktaRLLn3",
"facsimileTelephoneNumber™: null,

"co": null,

"firstName": "OktaRLFn3",

"deliveryOffice": null,

"mobilePhone": null,

"streetAddress": null,

"departmentNumber": null,

"objectSid": "S-1-5-21-2435310529-2694696496-3107694058-1745",
"middleName": null,

"managerUpn": null

I
" links": {

~ "app": |
"href": "https://inteqrator-6407545.okta.com/api/vl/apps/0oaudft2mucvhDofnés7"

),
"user”: {
"href": "https://inteqrator-6407545.okta.com/api/vl/users/00ulOudohelLN4MGaé98"

b
"group"i.{

"name": "TestADprovGroup”,

"href": "https://integrator-6407545.okta.com/api/vl/groups/00g10u70xdlpG4iBb698"

Move the user to a new OU
There are mainly 2 steps to move the user to a new OU in this case users OU

Step 1: Add the user to a new provisioning group
The destination group is TestADGroupUser meant for the "Users" OU
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Assign the user to-:(his group
Go to Directory>Groups
Assign intended user to this group
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Successfully assigned the user to the group

Step 2: Remove the user from previous group
e Find and click the group from Directory>Groups group list
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e Find the user to be removed and click remove icon to remove the user from the
group
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Verification

Open Active Directory and refresh the interface.
Check the new Users OU; the user should now be present there, confirming they were
successfully moved from the User-Contractor OU to Users OU

Verify in AD

e In AD, refresh the user-contractor OU

@ Active Directory - VMware Workstation

file Edit View VM Tabs Hep ]+ & ¢ @ OBOo M @-
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e The user is not in user contractor OU
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o Refresh the users OU
o The user has been moved
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Verify in Okta

e Go to Directory integrations
e Click the Active Directory Instance
e Go to Assignments
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